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Sidekick and FERPA
What university partners need to know about student privacy

When we talk with colleges and universities about partnership, a question often arises:

"If we recommend Sidekick to our students, does that trigger FERPA? Do we need a data-sharing agreement?"

The short answer: in most partnership scenarios, FERPA is not implicated at all. That's because Sidekick's model is fundamentally
different from platforms that require access to student records. Students come to Sidekick voluntarily, create their own accounts, and
share only what they choose. No education records flow from the university to Sidekick.

COMMON SCENARIOS - AND WHETHER FERPA APPLIES

University recommends Sidekick at orientation

Staff mention the app, hand out flyers, or include it in a
resource guide. Students download it on their own.

No FERPA concern. No student data is shared with
Sidekick.

Sidekick representative presents to students

A Sidekick team member speaks at orientation or a campus
event. Students choose whether to sign up.

No FERPA concern. This is no different from any
vendor presenting on campus.

RA says "let's use Sidekick instead of GroupMe"

A resident advisor or club leader invites members to join a
Sidekick community for dorm or club communication.

No FERPA concern. Students join voluntarily and
provide their own information. The RA isn't disclosing
education records.

University creates a Sidekick community page

The institution sets up an official community on Sidekick and
promotes it to students.

No FERPA concern. The university is using Sidekick as
a communication tool, not transferring education records.

WHY SIDEKICK'S MODEL AVOIDS FERPA TRIGGERS

1 No education records are disclosed. FERPA restricts how institutions disclose personally identifiable information from
education records: grades, enrollment, financial aid, disciplinary files. Sidekick doesn't need or request any of this data. Students
create their own profiles with self-reported information.

2 Students act voluntarily. When a student downloads Sidekick and creates an account, they're choosing to share their own
information directly with a third-party app, the same as when they sign up for Instagram or Snapchat. The university isn't the
one making the disclosure.

3 Recommending is not disclosing. A university recommending an app to students is not a FERPA event. Institutions routinely
recommend tools like Meetup, Handshake, and LinkedIn without triggering student privacy obligations. FERPA is triggered by
the disclosure of records, not by a recommendation.

4 Sidekick never sells data. Even beyond FERPA, Sidekick's own privacy commitments are strict: no data sales, no cross-app
tracking, no advertising. Student data stays with the student. We know of no one else who can make this claim.
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Sidekick and FERPA (continued)

WHEN WOULD FERPA APPLY?

There are scenarios where FERPA could become relevant, but they all involve the university sharing education records with Sidekick,
which is not part of our standard partnership model:

University shares student email list with Sidekick

If the institution provided student contact information to
Sidekick for direct outreach, that could involve "directory
information" under FERPA, which is permissible in some
cases but subject to the institution's own FERPA notification
and opt-out policies.

⚠ May require FERPA analysis. Not part of Sidekick's
standard model.

University requests engagement data tied to student
records

If the institution wanted Sidekick to report which students
used the platform and link that to institutional records, this
could create FERPA obligations.

⚠ Would likely require a formal agreement. Sidekick
does not share individual user data with partners.

FREQUENTLY ASKED QUESTIONS

Does Sidekick need to sign a FERPA agreement with the university?

In the standard partnership model, no. FERPA agreements (under the "school official" exception) are required when a vendor receives
education records from the institution. Since Sidekick doesn't receive education records, this exception doesn't need to be invoked. If a
deeper integration is desired in the future, we're happy to work with your legal team.

Can an RA require students to use Sidekick?

We recommend that Sidekick always be offered as an option, not required. While an RA suggesting Sidekick for dorm
communication doesn't trigger FERPA, requiring any specific app raises broader student-choice considerations. Sidekick works best
when people join because they want to. That's the whole point.

What student information does Sidekick collect?

Only what students voluntarily provide: a name, email address, phone number, age, self-selected interests, and any optional
Particulars they choose. Sidekick never collects grades, enrollment status, financial information, or any data from the university's
systems.

What information does Sidekick share with other users?

Sidekick does not share the users' last name, email address, or phone number with anyone on the app. The only information that can
be accessed through the app is a user's first name, last initial, age, interests, optional Particulars, and in-app activity like posts, friends,
and the events, Kickits, and communities they attend or join.

The bottom line: Sidekick's partnership model is designed so that no education records flow between the university and
Sidekick. Students come to us voluntarily, share what they choose, and control their own experience. In the standard model,
FERPA obligations are not triggered, because there's no disclosure of protected records.

Disclaimer: This document is for informational and discussion purposes only and does not constitute legal advice. Sidekick
Enterprises, Inc. does not provide legal advice. FERPA compliance is the responsibility of the educational institution. Please consult
your own legal counsel for guidance specific to your institution's policies and practices.

Questions about partnership? Contact laura@sidekick.online
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